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Playmaker of 
the Green 
Transformation

At a glance (financial year 2025)

Employees

78.000

Customers

47M

Investments

8.5B €

Adjusted EBITDA

9.8B €

Energy grids

1.6M
Kilometers

Connected renewable 
energy plants to E.ON 
Network

1.5M



IT Powers Green Transition in a Rapidly 
Transforming Energy World

Centralised 
energy generation

Renewable 
energy supply 



Power Outages & Cyber Risks make digital 
Resilience crucial

https://www.op-online.de/welt/ursache-ursachenforschung-nach-blackout-in-spanien-cyberangriff-als-moegliche-zr-93719011.html
https://murciaeconomia.com/art/100500/el-gobierno-sospecha-que-un-ciberataque-a-una-de-las-empresas-del-sector-provoco-el-gran-apagon-electrico-en-espana
https://blog.nivel4.com/ciberataque/gobierno-de-espana-no-descarta-hipotesis-de-ciberataque-tras-apagon-del-lunes
https://8columnas.com.mx/internacional/apagon-historico-en-espana-desata-sospechas-de-ciberataque/
https://www.bfmtv.com/tech/cybersecurite/panne-d-electricite-une-cyberattaque-massive-peut-elle-plonger-la-france-dans-le-noir_AV-202504290618.html
https://www.teletica.com/nacional/puede-un-ciberataque-provocar-un-apagon-en-costa-rica_383973
https://www.maghress.com/fr/hespressfr/421745
https://somospueblo.com/ministro-portugues-admite-que-un-ciberataque-podria-estar-detras-del-apagon-electrico-que-afecta-a-europa/
https://www.nationalworld.com/travel/travel-news/what-caused-the-power-outage-in-prague-latest-updates-after-blackout-hits-european-city-5209286
https://www.lemondeinformatique.fr/actualites/lire-panne-d-electricite-en-europe-le-spectre-d-une-cyberattaque-plane-96723.html
https://www.lebigdata.fr/panne-delectricite-totale-en-espagne-peut-il-sagir-dune-cyberattaque
https://caliber.az/en/post/blackout-in-the-heart-of-europe-accident-or-link-in-a-chain-of-hybrid-attacks
https://misionesonline.net/2025/04/30/apagon-masivo-en-espana/


E.ON’s Cyber Security Strategy

We foster standardization and automation at E.ON, empower teams, and strengthen our cyber resilience together.

1 Zero Trust is a security model that assumes breach of our systems and relies on the principle "never trust, always verify"

Building Cyber -Resilience 

is essential

• In a digitalized world business, IT, OT, and 

cyber security are strongly intertwined.

• Cyber crime models remain attractive.

• Hackers constantly enhance capabilities and 

make use of AI.

• Technical vulnerabilities and people’s trust are 

easiest to exploit. 

• Secure working anytime from anywhere with 

any device.

Secure Growth, 
Sustainability

& Digitalization

Empower people 
on cyber security

Strengthen 
cyber resilience

Enhance cyber security across the 

organization to secure Growth, 

Sustainability and Digitalization.

• Implement Zero Trust1, 

standardization and a reduced 

attack surface as the non-

negotiable foundation

• Increase efficiency through best 

practices based on standards, 

automation and AI

Build a culture where cyber security 

is always considered, and teams 

deliver secure solutions

• Reach the next level of cyber 

security culture by enabling teams 

in taking end to end responsibility 

for their products

• Deliver secure solutions with 

excellent customer and user 

experience and lean & effective 

processes

Efficiently manage cyber risks and 

respond proactively to emerging 

threats

• Foster risk transparency and 

security hygiene throughout 

business units and the supply 

chain

• Promote continuous innovation to 

strengthen our capability for 

detection, response, and recovery



Myth #1

Architecture: 
AI & Quantum require 
security by-design for 

extreme scenarios

More tools and platforms
strengthen our security
posture



Myth #2

Our operational environment 
(OT) is safe, because it is 
largely isolated



Myth #3

Architecture: 
AI & Quantum require 
security by-design for 

extreme scenarios

Cyber risk is driven primarily 
by highly sophisticated 
actors



Myth #4

Architecture: 
AI & Quantum require 
security by-design for 

extreme scenarios

Cyber incidents primarily 
affect data



Myth #5

Architecture: 
AI & Quantum require 
security by-design for 

extreme scenarios

We can prevent cyber 
incidents



Future Trends 
to Prepare for
already TODAY

Architecture 
AI, AgenticAI etc. require 

security by-design for 
extreme scenarios

Threat 
Landscape 
Geopolitics drive AI-
powered, state-level 

cyber threats

Quantum 
Encryption 

Today’s crypto will break –  
quantum safe is essential

Automation
AI speeds up both attacks 

& defense

Fake Identity
 AI fuels deepfakes & 

identity abuse

LLMs
AI accountable for 

detection, protection, and 
response



Thank you!

Q&A
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